- Reput ic of the Philippines
PROVINCE OF ORIENTAL MINDORO -

OFFICE OF THE GOVERNOR

EXECUTIVE ORDER NO. 19
Series of 2024

AMENDING EXECUTIVE ORDER NO. 40, SERIES OF 2022 ENTITLED “AN EXECL MVE
ORDER CREATING THE DATA PRIVACY AND PROTECTION COMMITTEE] PROVDING
FOR IT5 COMPOSITION AND FUNCTIONS, AND THE DESIGNATION GF THE DATA
PROTEC TION OFFICER, AND FOR OTHER PURPOSES” o

WHEREAS, the 1987 Philippine Constitution provides that the State recognizes th4 vitai role
of comnnication and information in nation-building; o '

WHEREAS, Republic Act No. 10173 otherwise known as the “Data Privacy Act of 11012
mandates to protect the individual personal information in information and communi-ation
systems in the government and private sector as well as the fundamental human rent of
privacgr of communication while ensuring free flow of information to promote inrovaticr: and
growth: . ‘

WHEREAS, the Data Privacy Act of 2012 likewise provides that the personal information
controlier shall designate an individual or individuals who are accountarie fi the
organization’s compliance with said Act: - :

WHEREAS, the Data Privacy Act defined personal information controllers as a pesur or
organization who controls the collection, holding, processing or use of personz! informeztion,
including : person or organization who instructs another person or organization t. collect, t old,
process, . se, transfer or disclose personal information on his or her behalf;

WHEREAS, pursuant to National Privacy Commission (NPC) Advisory No. 2017-2¢ which
provides-t-at a Personal Information Controller (PIC) or Personal Information Procss: or (PIP)
shall designate an individual or individuals who shall function as Data Protection Off.zer who
shall be accountable for ensuring the compliance by the PIC or PIP with the Data Privacy Act,
its implementing rules and regulations, issuances by the NPC, and other applicable l>ws and
regulations relating to privacy and data protection: ' '

WHEREAS, the NPC issued NPC Circular No. 2022-04 governing the registration ¢’ Data
Processing System and Data Protection Officer, nctification regarding automated de:sion-
making cr profiling, and the NPC seal of registration. :

WHEREAS, said Circular mandates that local government units (LGUs) at the provincial. city
and municipal levels shall designate and register a DPC with a rank not lower thap Deparuinent
Head.

NOW, Ti:ZREFORE, I, HUMERLITO A. DOLOR, MPA, Ph.D., by the virtue of the powers
vested in 1@ as Provincial Governor of Oriental Mindoro by Section 465(b) (2) (i), Artitde One,
Chapter 3, Titie 4, Book Ill of Republic Act 7160, otherwise known as the Local Government
Code of #0291, do hereby promulgate this Executive Order as follows: '

SECTION 1. Composition. The Data Privacy and Protection Committee is heréby cfe:stéq‘and
shall be composed of the following: N

Chairperson :  Governor

Vice-chairperson : Vice Governor i
L
)

Mem%ers :  Provincial Planning and Development Coordinator
s Provincial Legal Officer
Information Technology Officer I St

Lihe
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g:ggDING EXECUTIVE ORDER NO. 40, SERIES OF 2022 ENTITLED" “AN EXF cui%g
R CREATING THE DATA PRIVACY AND PROTECTION COMMITTEEE, PRQWDING FOR

SECTION 2. Functions of the Data Privac i i ‘
- ! y and Protection Commiittee. The Daity riva
and Protection Committee (DPPC) shall act as the personal information controllsr of t::

Provincial i i " .
fuinci Government of Oriental Mindoro (PGOM), and shall perform the following zpecific

1. Implement‘ reasonable and appropriate organizational, physical #:d technical
measures intended for the protection of personal information against any sccicantat or

l_mlawfu! destruction, alteration and disclosure, as well as against any cther un'awful
processing. '

2, Imp!ement reascnable and appropriate measures to protect personal. info:rr ation
against natural dangers such as accidental loss or destruction, and human dangers
such as unlawful access, fraudulent misuse, unlawful destruction, alteratior and
ceptamination. PR T

3. Ensure that any natural person acting under their authority and who has éccess to
;"e sonal data, does not process them except upon their instructions, or as retuired by
aw. -

4. Be responsible for any personal data under its control or custody, including information
that have been outsourced or transferred to a personal information processor or # third
party for processing, whether domestically or internationally, subject to cross-Gorder
arrangement and cooperation. -

5. Use contractual or other reasonable means to provide a comparable level of prerection
t: the personal data while it is being processed by a personal information groceszzor or
third party. _ .

6. Notify the Commission and affected data subjiects when sensitive personal inform- tion
or other information that may, under the circumstances, be used to enable identity fraud
are reasonably believed to have been acquired by an unauthorized person, and the
personal information controller or the Comrission believes (bat such unau‘horized
ace. Jisition is likely to give rise to a real risk of serious harm to any affected data subject.

7. F a;,brm other functions as may be necessary for the protection of data.

SECTION 3. Designation of a Data Protection Officer. The Provincial Ad'mihistr ator,
Dr. Hubbert Christopher A. Dolor, MPA, MHA, PAR Res, is hereby designated as the Jata
Privacy Officer of the Provincial Government of Oriental Mindoro. : -

SECTION 4. Duties and Responsibilities of the Data Protection Officer. The designated
Data Prot?ction Office (DPO} shall perform the following:

1. N.cnitor PGOM's compliance with the Data Privacy Act, its implementing'- ruies ‘and
regulations, issuances by the NPC, and other applicable laws and policies. As such,
the DPO may: -

a. collect information to identify the pfocessing operations, activities, meéSgres,
“»  projects, programs, or systems of the PGOM, and maintain a recard :thgreof;
0. analyze and check the compliance of processing activities, Ainc!ucﬂi'ihg i\'fhe
issuance of security clearances to and compliance by thirdparty service
providers; : D
: 7\‘
c. inform, advise, and issue recommendations, thru the DPPC, to the PGQAI, -
’ . " _
d. ascertain renewal of accreditations or ceriifications necessary to maintais: the
required standards in personal data processing; and o

€. advice the PGOM, thru the DPPC, as regards the necessity of execﬁt'ing‘é;Da{a |
- Sharing Agreement with third parties; and ensure its compliance with the law;
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AMENDING EXECUTIVE ORDER NO. 40, SERIES OF 2022 ENTITLED “4! EXECUTIVE
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2. Ensure the conduct of Privacy Impact Assessments relative to activities, msasures,
i Jjects, programs, or systems of the PGOM:

3. Advice the PGOM regarding complaints and/or the exercise by data subjects 3/ their
rights such as requests for information, clarifications, rectification, or -desetion of
personal data; '

4. Ensure proper data breach and security incident management by the PGOM, inc! uding
the latter's preparation and submission to the NPC of reports and other documerstation
concerning security incidents or data breaches within the prescribed period;

5. Inform and cuitivate awareness on privacy and data protection withi;ﬁ the PGOM,
including ali relevant laws, rules and regulations, and issuances of the NRC,.

6. Advocate for the development, review and/or revision of policies, guide’iihes, 'pfuj'ects
g1 d/or programs of the PGOM relating to privacy and data protection, by actopting a
privacy by design approach; : '

7. Serve as the contact person of the PGOM vis-a-vis data subjects, the'NPC, «nd.other

authorities in all matters concerning data privacy or security issues or concern:: and the
PGOM; _ . o

8. Cooperate, coordinate, and seek advice of tbe NPC regarding matters concérr‘t‘ingdata
privacy and security; and :

9. Perform other duties and tasks that may be assigned by the PGOM, thn: the DPPC,
that will further the interest of data privacy and security and uphold the rights of the
data subjects. : .

SECTION 5. Designation of Compliance Officer for Privacy. The Divisicn Head of
Provincial Administrator's Office - Management Information System Division. 5. 'Re-rwell
M. Dela Roca, is hereby designated as the Compliance Officer for Privacy of tke Provincial
Governmant of Oriental Mindoro. ' o

SECTION 4. Duties and Responsibilities of the Compliance Officer for Privéc_y.- The
designated COP shall perform the same duties and responsibilities of a DPO provicled-in items
number ¥ 3 9 of the preceding section. The COP shall be under the supervision of th > DPO.

SECTION 6. DPO/COP’s independence, Autonomy, Conflict of lntere.st, and Pl:dteq*jgn.
A DPO and COP must be independent in the performance of their functions, and _s?}oui.d;' be
accorded a significant degree of autonomy by the DPPC. :

In his or her capacity as DPO or COP, an individual may perform, or be assigh'éd' to perform,
other tasks or assume other functions that do not give rise to any conflict of interefst.

To strenqt!-hen the autonomy of the DPQO andfor COP and ensure the independent nati.e qf
their role,: they should not be directly or indirectly penalized or dismissed for performing their
tasks. It is not necessary that the penalty is actually imposed or meted out. A mere threat is
sufficient if it has the effect of impeding or preventing the DPO and/or COP from performing
their tasks. However, nothing shall preclude the legitimate application of iabor, administrative,
civil or crivinat laws against the DPO and/or COP, based on just or authorized qrpgnﬁ:[s, ;

. . :,-\".
SECTION'Y. Obligations of the DPPC rslative to the Data Protection Offige dndior
Compliance Officer for Privacy. The DPPC shall have the following gen,ee_ral,;ppﬁgatjgns
relative t- i;ie Data Protection Office, and Compliance Officer for Privacy, should there be any:

L

1. Efféctively communicate to its personnel, the designation and functions of fae Data
Protection Officer, or Compliance Officer for Privacy, if any; et

R
N i .
Fory,
ot D
. PR
. ’
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AMENDING EXECUTIVE ORDER NO. 43, SERIES OF 2022 ENTITLED “£N EXECUTIVE
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2. Allow the DPO or COP to be involved from the earliest stage possi!;};l-{;' ih‘a}? issues
relating to privacy and data protection; -

3. Provide sufficient time and resources, such as but not limited to financiz, infrastructure,
e, uipment, training, and staff, which are necessary for the DPO and/or CO# to keep
them updated with the developments in data privacy and security anc to carry out.their
‘@ sks effectively and efficiently: :

4. Grant the DPO or COP appropriate acuess to the personal data it is','pg!t;;:«?ss-ing,
including the processing systems: S

5. Where applicable, invite the DPO and/or COP to participate in meetings of seriior and
middle management to represent the interest of privacy and data protection;

6. Promptly consult the DPO and/or COP in the event of a personal daféa b're-aach or
sacurity incident; and K 1,

7. Ensure that the DPO and/or COP is made a part of all relevant working groups ihat
deal with personal data processing activities conducted inside the organization, ¢ ¢ with
other organizations. - W

SECTION 8. Vacancy in the DPO/COP Position. In case of vacancy in the DPO. and COP
position, :ne DPPC Chairperson shall designate their replacement within a reasonable reriod
of time, - g S

In case of vacancy in the DPO position only, the DPPC may require the incumberit COP, if
there is any, to occupy the DPO position in a holcover capacity until the designaticn of a new
DPO, in accordance with the DPPC'’s internal policies or the provisions of the aporopriate
contract. : R

SECTION 9. Qualification of the DPO/COP. The DPO should possess specialized knowledge
and demonstrate reliability necessary for the performance of his or her duties and
responsibilities. As such, the DPO should have expertise in relevant privacy or data protection
policies and practices. He or she should have sufficient understanding of the proressing
operaticns being carried out by the PGOM, including the latter's information systems, data
security, and/or data protection needs. . B

The minimum qualification for COP shali be propertionate to his or her functions.

SECTIOM 10. Secretariat. The Secretariat shail be headed by the Provincial Planaing and
Developi.ent Officer and shalt be assisted by the DPPC member from the Marnagement
Information System. it shall perform administrative assistance to the DPPC. The secretariat
shall lihewise develop reasonable methods and system for the coflection, holding storing,
processing, use, or transferring of data to ensure its privacy and protection. ‘

SECTION 11. Publication and Communication of Contact Details. To ensure that FGOM
employees, the data subjects, the National Privacy Commission, or any other concerned party,
is able to easily, directly, and confidentially contact the DPQ, or COP, as the case may I e, the
DPPC shall publish the DPO and/or COP'’s contact details in, at least, in the following matarials:

PGOM Website;

~rivacy Notice;

Privacy Policy; and ; o
Privacy Manual or Privacy Guide . A

AWM=

A DCCP may introduce or offer additional means of communicating such as teléféx,{él‘edmbnic
mail, sor.al media piatforms, with its DPO and/or COP. DRI

-

L

For this purpose, the contact details of the DPQ and/or COP should include title or diedignation,
postal address, and a dedicated contact number and email address. The name ornames of
the DP1J :and/or COP need not be published. However, it should be made availale upon
request by a data subject or the NPC. : o '
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AMENDING EXECUTIVE ORDER NO. 40, SERIES OF 2022 ENTITLED “AN EXECUTIVE
ORDER CREATING THE DATA PRIVACY AND PROTECTION COMMITTEE, PROVILING FOR
ITS COMPOSITION AND FUNCTIONS, AND THE DESIGNATION OF THE DATA PROTETION
OFFICER, AND FOR OTHER PURPOSES" .

SECTIGN 12. Meetings. The DPPC shall meet- at least once every six (6) s}ionths. The
Chairperson may call for a special meeting at any time as the need arises.

SECTIdN 13. Funding. The expenses of the DPPC, DPO, andior COP shall be charged
against the Office of the Governor., ‘

SECTION 14. Repealing Clause. EO No. 40, Series of 2022 is hereby repealed. All executive
orders, n'es and regulations or parts thereof issued by Provincial Government o Criental
Mindore ‘which are inconsistent with this Executive Order are hereby amended, repealed
and/or T dified accordingly. t '

SECTION 15. Separability Clause. If any provigior: of this Executive Order (EC) is found to
be unconstitutional or inconsistent with any national or local laws, ordinances or resol tions,
all the other provisions hereof shall remain in full force and effect. '

SECTION 16. Effectivity. This Executive Order shall take effect immediately upen approval,

DONE IN THE CITY OF CALAPAN, PROVINCE OF ORIENTAL MINDORO, this 24" Hay of
May in the Year of our Lord Two Thousand and Twenty-four. :

L 9/

HUMERLITO A. DOLOR, Mig, Ph.D.
Governor « 4

-

¥y
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